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EXECUTIVE SUMMARY
Innovative NetApp® technologies enable organizations to extract greater benefits from their Microsoft®
SharePoint® Server 2007 deployments in the area of backup management of SharePoint Server
deployments. The various technologies empower the SharePoint administrator to design a robust
backup management strategy to protect the organization’s SharePoint resources.
NetApp provides industry-leading solutions in the areas of complete data protection, thin storage
provisioning, data deduplication, file-based backups, and instantaneous SharePoint farm backups and
restores.
This document discusses the best practices that empower the user to maximize the benefits of using
SnapManager® 2.0 for Microsoft Office SharePoint Server (SMMOSS 2.0).
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1

INTRODUCTION

Microsoft Office SharePoint Server 2007 (MOSS 2007) continues to grow in popularity as an enterprise-level
tool that enables consolidation of unstructured data, content management, and collaboration. This trend has
created greater emphasis on MOSS 2007 manageability, recoverability and availability. With the introduction
of SharePoint Server 2007, Microsoft has made significant progress on the capabilities of SharePoint
Server, accelerating its adoption.
Naturally, the more number of corporate documents that are placed on MOSS 2007 deployments, the more
business critical its data repository becomes. As customers move to SharePoint for business-critical
collaboration and content management, storage availability, accessibility, and performance are becoming
critical, as is data protection—a challenge for an application as distributed as MOSS 2007.
With SnapManager 2.0 for Microsoft Office SharePoint Server (SMMOSS 2.0), NetApp provides an end-toend backup management solution for SharePoint Server 2007. The key highlights of this software include:
•

Fast and time-efficient backup of a SharePoint farm

•

Granular recovery of objects inside a SharePoint Web app

•

Auto-discovery of the complete SharePoint farm layout

•

Integrated support for disk-to-disk archival of backups

•

Integrated support for NetApp SnapMirror® technology: Enables replication of data at the storage level
to remote destinations

•

Support for SharePoint Server 2007 (SP1 also) and Windows® SharePoint Services (WSS) 3.0

1.1

PURPOSE AND SCOPE

This document is an overview of how SnapManager 2.0 for Microsoft Office SharePoint Server (SMMOSS
2.0) can be used to automatically manage the backup and restore of critical Microsoft Office SharePoint
Server resources. This document describes installation, key features, and best practices to effectively
manage the complete backup lifecycle for Microsoft Office SharePoint Server deployments.

1.2

INTENDED AUDIENCE

This report is intended for SharePoint Server administrators, storage administrators, and architects
implementing backup and recovery management for SharePoint farms running on NetApp storage. Readers
should have an intermediate-level understanding of the architecture, administration, and backup and
recovery concepts of SharePoint Server 2007.
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SNAPMANAGER 2.0 FOR MICROSOFT OFFICE SHAREPOINT SERVER:
TECHNICAL DETAILS

SMMOSS 2.0 and its previous versions support the following major functions with respect to SharePoint
farms:
•

Space-efficient backup of all components of a SharePoint farm including content databases, IIS
metadata, search database and indexes, shared service providers (SSPs), and so on (At the moment
SMMOSS does not back up or restore WebParts and custom workflows.)

•

Quick restore of SharePoint farm objects

•

Granular recovery of objects inside a SharePoint Web app

•

In-place and out-of-place restore of objects inside a SharePoint Web app

•

Verification of local and remote backup sets

•

Mirroring of backup sets to secondary locations for disaster recovery (DR) planning

•

Disk-to-disk archival of backup sets to secondary NetApp storage devices using the NetApp SnapVault®
technology

•

Ability to restore from archived backup sets
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This section discusses the SMMOSS architecture and key concepts for understanding how SMMOSS
works. Section 2.1 discusses the SMMOSS architecture, and section 2.2 discusses the key concepts that
must be understood in order to take full advantage of the features of SMMOSS.

2.1

SMMOSS 2.0 COMPONENTS

In this section we will look at the architecture of SMMOSS and the different components that it includes.
SMMOSS 2.0 has been designed with the following objectives:
•

Centralized management of backup and recovery for multiple SharePoint farms

•

Ability to back up all objects/entities of a SharePoint farm

•

Integration with NetApp SnapMirror and SnapVault

In order to fulfill the above aims, SMMOSS makes use of an agent-based architecture. These agents not
only help provide centralized management but automate most of the tasks of backup and recovery.
SMMOSS consists of the following components:
•

SMMOSS Manager

•

SMMOSS Media Server

•

SMMOSS Control Agent

•

SMMOSS Member Agent

The following are the brief definitions of each component:
•

SMMOSS Manager: This is responsible for providing a central backup/restore management by utilizing
the services of the control and member agents (discussed later). It also provides the central graphical
user interface (GUI) used to initiate backup and restore tasks for SharePoint Web applications.

•

SMMOSS Media Server: This component generates and stores backup set indexes and backup set
metadata. It also stores backups of the IIS metadata and MOSS 2007’s 12 hive.

•

SMMOSS Control Agent: This is a component that runs as a service on each MOSS Web front-end
(WFE) server and is responsible for discovering the SharePoint Web applications that run on that WFE.
It also is responsible for initiating backup and restore tasks for the Web applications on its respective
WFE server. It does this with the help of member agents.

•

SMMOSS Member Agent: This is the component that runs either on the SQL Server® hosts in the
SharePoint farm, the WFE server, or the indexing server. They can perform two tasks: back up different
SharePoint databases that reside on SQL Server instances and secondly back up SharePoint Search
indexes that reside on the file system. The member agent interacts with SnapManager 5.0 for SQL
Server (SMSQL 5.0) and SnapDrive® for Windows (SDW) to back up the databases and the search
index respectively.
INFORMATION
Using SMMOSS 2.0, it is possible to manage backup/restore for mixed SharePoint farms where the
different components of the SharePoint farm are on different machine architectures. For instance, it is
possible to monitor a SharePoint farm using an SMMOSS manager installed on an x86 host where the
WFE server is on an x86 host and the SQL Server instance is on an x64 host. This implies that it is
possible to set up a true central management console to monitor a large and complex SharePoint farm.
This helps minimize management overhead and cost of managing large SharePoint farms using
SMMOSS.
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2.2

SMMOSS 2.0 ARCHITECTURE

In this section we have a look at how all the components come together and communicate with each other.
In Figure 1 we present the overall architecture of the SMMOSS software that depicts all its components and
their relationships.

Figure 1) The SMMOSS architecture.

The SMMOSS Manager is used to manage multiple SharePoint WFEs, and it is the central console for the
entire SMMOSS deployment. This is the most unique feature of SMMOSS since it provides a truly
centralized management system for backup and recovery of SharePoint sites. The user initiates
backup/recovery of SharePoint sites and performs other administrative tasks related to SMMOSS through
this central GUI. As shown in the picture, one or more control agents communicate with the SMMOSS
manager through the use of TCP/IP ports.
The media server is the component that is responsible for the generation and storage of various artifacts
related to a SharePoint Web application’s backup set. This consists of backup set indexes, backup set, IIS
metadata backup, and backup of the MOSS 2007’s 12 hive metadata. The information stored on the media
server is extremely crucial to make sure that the backup set is useful for restore operations. The media
server might or might not reside on the same host as the SMMOSS manager. Further sections will discuss
the best practices around this.
As mentioned before, the component that is responsible for discovering the layout of SharePoint Web
applications on a WFE is the control agent. SMMOSS deployment needs exactly one control agent per
SharePoint WFE server. The control agent performs the following tasks:
•

Discovers the number of Web applications running on the WFE server and discovers their content
databases and the SQL Server instances on which they are located

•

Communicates with the member agents as a part of initiating backup and restore of the SharePoint
Web application

The control agent uses TCP/IP ports to communicate with the member agent and the media server.
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The last piece of the SMMOSS software is the member agent. The member agent accepts a backup/restore
request from the control agent, forms the appropriate SMSQL 5.0 command, and then passes it to the
SMSQL 5.0 instance on the SQL Server host. SMMOSS deployment needs exactly one member agent per
SQL Server host. The SMSQL 5.0 software must also be installed on the SQL Server host.
If the member agent is installed on the WFE server or the SharePoint index server, then it accepts
backup/restore request from the control agent for backing up or restoring the SharePoint search indexes.
The backup set is composed of regular volume Snapshot™ copies created using SDW commands. Note that
the search indexes have to be located on NetApp LUNs. The member agent makes sure that the Snapshot
copy is application consistent by pausing the indexing activity, creating the Snapshot copy, and resuming
the indexing activity.
The control agent uses TCP/IP ports to communicate with the control agent.

2.3

PORT USAGE AND SECURITY IN SMMOSS 2.0

All SMMOSS components use TCP/IP ports to communicate between each other. This method of
communication makes sure that communication between the agents can flow easily even with complex
deployment scenarios such as demilitarized zone (DMZ) deployments where the MOSS WFE server is
typically present in an external public domain and the application and database servers are in the internal
private domain.
A detailed definition of the ports used by SMMOSS is given on pages 15 and 28 of the Installation and
Administration Guide for SMMOSS 2.0. Table 1 presents a summary of the ports used by different
SMMOSS components.
Table 1) Ports used by different SMMOSS components.

Component

Service Name

Default Port

Description

Manager

Web Service

8080/8443 (external communication)
and 12002 (internal communication)

Web server for admin
console

Media Service

12001

Media service control
messages and dataport

Control Services

12000

Communication port with
agent

Communication
Service

10103

Communication port with
manager and other agents

Agent

BEST PRACTICE
Default port settings should be used as much as possible. This helps reduce the time needed to configure
agents’ port settings and helps avoid errors in that process. Table 1 summarizes the ports needed by
SMMOSS 2.0.
SMMOSS has a very comprehensive security model. It supports two modes of authentication:
•

SMMOSS-based authentication: Here the logins are specific to SMMOSS and are internal to it. This is
referred to as the local system mode of authentication.

•

Domain-based authentication: Here the logins used are domain-level logins and hence are
authenticated by the active directory. This is referred to as the active system mode of authentication.

The SMMOSS security principles are categorized as follows:
•

User: These are logins that are used to gain access to the SMMOSS interface. As discussed before,
logins can either be SMMOSS-based (local) or AD-based (domain).

•

Groups: Groups are specialized roles within SMMOSS that have certain specific access rights. There
are three types of groups within SMMOSS: SMMOSS administrators, SMMOSS operators, and
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SMMOSS managers. Each user needs to be a part of any one of these three groups. SnapManager
administrators are the group that has superuser privileges, and the initial default local login admin is
also a member of this group.
Security in SMMOSS is managed through the Account Manager portion of the SMMOSS GUI, and this
occurs under the Control Panel. Figure 2 presents the Account Manager section.
The SMMOSS-based user admin (password is also admin) is the default login that is present whenever
SMMOSS is installed. This login is a member of the SMMOSS administrators group. This login is the only
one that can be used to log into SMMOSS Manager for the first time. Subsequently, other users can be
created and adequately placed in one of the three user groups that are mentioned above.
BEST PRACTICE
Change the default password for the SMMOSS-based admin account right after installation. This will help
avoid any security concerns after the installation.

Figure 2) Account Manager.
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3

INSTALLING SMMOSS 2.0 ON WINDOWS SERVER

Installing SnapManager 2.0 for Microsoft Office SharePoint Server is documented in the Installation and
Administration Guide, which can be downloaded from http://now.netapp.com. This section discusses
installation-related topics.
SMMOSS 2.0 has the following prerequisites:
•

Powershell 1.0

•

.NET version 2.0 or above

•

Data ONTAP® 7.3 or above (only if SnapVault integration is required)
NOTE: If SnapVault integration is not required then Data ONTAP® 7.0.2 onwards may also be used.

•

SnapDrive for Windows 6.0.1 or above

•

SnapManager for SQL Server 5.0

•

Operations Manager 3.7 (if SnapVault integration is required)

•

If the host system is running SQL Server 2005, Microsoft Data Access Components (MDAC) 2.8 SP1
must be installed. Windows Server 2003 SP1 and SP2 include MDAC 2.8 SP2.

Before you start installation, please refer to chapter 2 of the Installation and Administration Guide for a
detailed description of platform support and requirements for installing SMMOSS 2.0.

3.1

LICENSING IN SMMOSS 2.0

In order for SMMOSS 2.0 to work, you also need licenses for the following software:
1.
2.
3.

SMMOSS 2.0
SMSQL 5.0
SDW 6.0.1

SMMOSS 2.0 has two licensing modes:
1.
2.

Host Based: Means that the license file has to be applied on each host on which either an SMMOSS
manager, media server, or member agent is installed.
Storage System Based: All SMMOSS hosts (managers and agents) that are connected to the storage
device that has the SMMOSS license are automatically licensed. There is no need for explicit licensing
of any host; only the storage devices in the SharePoint farm need to be licensed.

Table 2 is a comparison of the licensing options that are available for SMMOSS.
Table 2) Comparison of host-based and storage system–based licensing.

Host-based

Storage System-based

Number of Member Agents covered

5

Unlimited

Number of Control Agents covered

Unlimited

Unlimited

Number of Media Servers covered

1

1

Number of SMMOSS Managers covered

1

1

INFORMATION
If you are going for Host-Based licensing, then please note the following:
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1.

Number of licenses depends on the total number of SQL Server hosts divided by 5. Note that each
physical node for a clustered SQL Server instance is counted as one host.

2.

You need to install at least 1 control agent and 1 member agent for SMMOSS to work.
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INFORMATION
There is no limit on the number of agents that can be registered with a single SMMOSS manager.

3.2

COMMON SMMOSS DEPLOYMENTS

CASE 1: SINGLE SHAREPOINT SERVER
In this scenario, all the components of MOSS 2007—Web Front-End Server (WFE), IIS, SQL Server back
end, and indexing server—are present on one physical host. Normally, this sort of a deployment exists in
lightly loaded (for example, smaller departments) or test/dev environments.
In this case, the following SMMOSS components have to be on the same host as the one that has MOSS
installed on it:
•

SMMOSS Control Agent (this will take care of the Index Server as well if one is configured)

•

SMMOSS Member Agent
BEST PRACTICE
Make sure that each SMSQL 5.0 instance is configured to have a verification server. A verification server is
a standalone (not clustered) SQL Server instance that verifies database backup sets created by SMSQL
5.0. We strongly recommend that a verification server should be:
1.

Nonproduction and lightly loaded.

2.

Each SMSQL 5.0 installation should be assigned its own dedicated verification server to enable faster
backup verifications and prevent verification servers from becoming a resource bottleneck.

3.

A verification server cannot be a clustered SQL Server instance but can certainly be a standalone
instance on a physical cluster node.

Note that a verification server is needed for the backup indexing operation of SMMOSS.
CASE 2: N-TIER SHAREPOINT FARM
In this scenario, all the components of MOSS—WFE Server, IIS, SQL Server 2000/2005, and the indexing
server—are present on different physical hosts. Such deployments are more commonly used in large
enterprises that use SharePoint.
In this case, the following SMMOSS component has to be on the same host as the one that has the MOSS
WFE installed on it:
•

SMMOSS Control Agent

The following SMMOSS component has to be on the same host as the one that has the SharePoint Index
Server installed on it:
•

SMMOSS Control Agent

Furthermore, the following SMMOSS components have to be on the same host as the one that has the SQL
Server instances installed on it and houses the content databases:
•

SMMOSS Member Agent

•

SnapDrive for Windows

Note that the two components mentioned above have to be installed on each node in a cluster for clustered
SQL Server instances. In case the setup only has a Windows cluster with standalone SQL Server instances
on some of the nodes; then the two components mentioned above need to be installed on each host that
has a SQL Server instance that houses content databases.
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INFORMATION
The approximate rate of indexing by the media server is approximately 40GB to 50GB per hour. The
backup indexing process only reads the metadata of a SharePoint item.

BEST PRACTICE
Create a dedicated Media Server per MOSS 2007 farm if the average size of content databases in the
farm is more than 100GB. This means that the media server must be installed on a separate host from the
SMMOSS 2.0 manager.

BEST PRACTICE
For MOSS 2007 farms used for dev and test purposes, the Media Server and SMMOSS manager should
reside on the same server. This is because backup indexing requirements are not as heavy in the dev and
test environment.
Figure 3 covers the relationship between components of a SharePoint farm and SMMOSS 2.0 components

Figure 3) Relationship between SMMOSS 2.0 components and MOSS 2007 farm-level components.
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CASE 3: DEMILITARIZED ZONE-BASED INSTALLATIONS
In this case, the only limitation is the presence of some of MOSS components, in most cases the MOSS
Web FSE, in an external public domain that has sufficient trust relationships established with the internal
corporate domain. Generally the IIS and SQL Server hosts are in the corporate domain.
Note that apart from the presence of two distinct Windows domains, this deployment will be similar to case 2
in how the different MOSS components are placed. In this case, the only care that must be taken is that the
appropriate ports must be opened on each host and allowed to pass through the firewall that exists between
the external and internal domains.
BEST PRACTICE
The SMMOSS Member Agent communicates with the Manager/Media Server and the Control Agent using
the external IP addresses of the hosts on which these agents are installed. In a DMZ deployment, it is
possible that the external IP address could resolve to a different network altogether, which might result in
the Member Agent to fail in its communication with the Manager/Media Server and the Control Agent. In
this case, edit the HOSTS file located at “C:\WINDOWS\system32\drivers\etc” on the SQL Server host to
add entries resolving the hostnames of the Manager/Media Server and the Control Agent hosts to proper
internal IP addresses.
BEST PRACTICE
For SMMOSS 2.0, make sure that the ports listed in Table 1 are kept open for communication across the
firewalls.
For SnapDrive, make sure that one of the following ports is kept open:
808: SnapDrive default port
4094: If SnapDrive is configured to use HTTP protocol
4095: If SnapDrive is configured to use HTTPS protocol
For SMSQL 5.0, make sure that port 808 is kept open.

4

STORAGE LAYOUT FOR MOSS 2007

The deployment of MOSS 2007 components and objects on NetApp in general and the installation of
SMMOSS 2.0 in specific require careful planning that requires the following phases:
Phase 1: Gathering topology-related information about the various SharePoint farms.
Phase 2: Sizing NetApp storage for the SharePoint farms (includes creation of appropriate volumes and
LUNs)
Phase 3: Migrate SharePoint databases and Search indexes to NetApp LUNs.
Phase 4: Plan SMMOSS deployment based on section 3 of this document.
Phase 5: Install SMMOSS and test the installation.
In this section we will talk about phases 2 and 3. Phases 4 and 5 are covered in the previous section.

4.1

SIZING SHAREPOINT

In order to size NetApp storage for SharePoint one must first identify the key MOSS 2007 objects that need
to exist on NetApp LUNs. These are:
i.

Content databases for the different Web apps in the farm. A Web app can have one or more content
databases.

ii.

Config database: This is the heart of the SharePoint farm and stores information about the farm
including its topology, Web apps, objects, and so on.
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iii.

Central administration console’s content database: just like a user Web app contentdb.

iv.

Shared service provider database: This is the database that houses all the metadata for the shared
service provider.

v.

Search service DB: Database that maintains the search metadata generated by the SharePoint Search
Service. The actual index files are stored on the file system (either on DAS or NetApp LUNs). There can
be multiple search services.

vi.

SSP admin DB (My Sites): This is the DB that contains the contents for the SSP admin console; each
SSP has its own admin console. The DB also houses data related to MySites.

vii. Single Sign On (SSO) database.
viii. Search index files.
Each of the above objects has varying sizing requirements and needs different storage layouts. However, it
is important to understand that each of the above objects needs to be on NetApp storage so that it can be
backed up by SMMOSS 2.0. The sizing guide for MOSS 2007 from NetApp provides sizing and layout
guidelines for each of the above components. In order to conduct the sizing exercise for SMMOSS and
MOSS 2007, contact your local NetApp representative for further assistance.

4.2

MIGRATING MOSS DATABASES AND SEARCH INDEXES

SMMOSS 2.0 provides two separate tools for migrating SharePoint databases and SharePoint search
indexes to NetApp LUNs. These tools are located at %Program Files%\NetApp\SnapManager for
SharePoint Server\VaultClient\bin and are named:
1. SMMOSSDBTool.EXE: For migrating SharePoint databases.
2. SMMOSSIndexTool.EXE: For migrating SharePoint Search Indexes.

BEST PRACTICE
Note that the SMMOSSDBTool only detaches SharePoint databases from the SharePoint farm without
moving them to a new location. In order to move the databases, one has to physically copy them to the
new location and then use the SMMOSSDBTOOL to reattach the databases to the SharePoint farm.
Alternatively, one can use the process outlined in this section to use SMSQL 5.0 to migrate SharePoint
databases to NetApp LUNs.
BEST PRACTICE
If you intend to use the disk-to-disk backup archival feature of SMMOSS 2.0, then the SharePoint
databases should be placed on qtree LUNs so that reconfiguration of the database location can be
avoided in the future. More information on disk-to-disk archival is presented in section 6.1.
The above tools can perform the migration even if the SharePoint services are running by stopping the
appropriate services. The tools are command-line based and do not have a GUI interface.
In order to migrate the SharePoint databases using SMSQL 5.0, please follow these steps:
1.

First stop all the following services in the SharePoint farm:
–
–
–
–
–
–
–
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Windows SharePoint Services Administration
Windows SharePoint Services Search
Windows SharePoint Services Timer
Windows SharePoint Services VSS Writer
Windows SharePoint Services Tracing
IIS Service
Office SharePoint Server Search
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2.

Now use the SMSQL 5.0 configuration wizard to move the SharePoint databases listed in section 4.1 to
appropriate NetApp LUNs. It is assumed that the LUNs would be provisioned prior to initiating the
migration.
Note: If it is intended to use the SnapVault integration feature of SMMOSS 2.0 to archive
backups of the different SharePoint databases, then make sure that the LUN is a qtree-based
LUN and is the only LUN residing on the qtree.

3.

Start the services mentioned in step 1.

INFORMATION
The main advantage of using a pure SMSQL 5.0-based migration is that all the databases can be migrated
to NetApp LUNs in one pass instead of repeatedly having to use the SMMOSSDBTOOL.

4.3

SIZING MEDIA SERVER

In SMMOSS 2.0, the media server datastore is responsible for storing a lot more data than in the previous
versions. These data items are:
•

Storing the indexes that are created above and storing the backup set metadata

•

Backup of the IIS Metadata

•

Backup of the 12-Hive

The size of the backup-set indexes created by the media server depends on the level of granularity chosen
while creating the backup set. There are five levels of granularity in SMMOSS, and these are site, Web,
folder, item, and item version. The definitions of each of these levels of granularity are as follows:
•

Site: This level of granularity makes sure that individual root-level sites within the SharePoint Web
application can be recovered.

•

Web: This level of granularity makes sure that subsite under the root-level sites can be recovered.

•

Folder: This level of granularity makes sure that document libraries and lists can be recovered.

•

Item: This level of granularity makes sure that each item in the SharePoint Web application can be
individually recovered. This includes lists, announcements, documents, calendars, events, and so on.

•

Item version: This level of granularity makes sure that all versions of each item (especially documents)
in the SharePoint Web application can be individually recovered. This includes lists, announcements,
documents, calendars, events, and so on.

In a normal SharePoint Web application, as the level of granularity becomes finer, the number of objects that
will have to be indexed will increase. This means that the size of the index increases as the granularity level
becomes finer.
Normally, it is difficult to get a count of the number of objects at each level of granularity, and hence sizing
the media server is very difficult. However, the size of each entry in the index is roughly 300 bytes. This
information can be used to size the media server data store accordingly by observations. Note that the
change in the number of objects increases as the level of granularity becomes finer. This means that we can
closely determine the size of the media server indexes up till the folder granularity level by taking a few runs
of the backup plan set at the required granularity levels and then checking the size of the index folder that is
created. The steps to be followed are described in the Appendix.
The folder where SMMOSS stores the index created as a part of running a backup plan is located at <Media
Server data path>\<Plan ID>\<Job ID>.
The PlanID of a backup plan may be found by clicking the View hyperlink of the job status row (in the
BackupJob monitor) for the job. The same row also contains the JobID column.
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BEST PRACTICE
SMMOSS does not create Snapshot copies of the Media Server volume as a part of the backup process.
Hence, it strongly recommended to do one of the following:
1.

Use SnapMirror to copy the Media Server data volume to an appropriate location for protecting the
media server from failures at the primary site.

2.

Schedule SnapDrive Snapshot copies (using SDCLI) of the Media Server data volume during those
times when no backup or restore operations are being carried out using SMMOSS. It is strongly
recommended that the Media Server service be stopped during the Snapshot process and started
thereafter.

5

BACKUP AND RESTORE WITH SMMOSS 2.0

The key functionality of SMMOSS is to back up and restore SharePoint Web applications. All its components
assist in various steps of this process. In this section we will discuss the way backup and restore work in
SMMOSS and the concepts associated with it.

5.1

HOW THE BACKUP PROCESS WORKS

The backup process in SMMOSS is a highly automated process and allows SharePoint administrators to
easily back up a SharePoint Web application by either scheduling a backup or starting it manually.
In SMMOSS, a backup plan is the container for all backup-related attributes for a given SharePoint Web
application. This includes things such as the content database being backed up, media server to be used,
backup set retention policy, and so on. In addition, SMMOSS also allows six different schedules to be
specified for a given backup plan. Note that as of now it is not possible to vary the granularity level of the
backup for each of the six schedules.
If the SharePoint databases are in the FULL recovery mode, then SMMOSS backs them up by creating a full
backup (application-consistent Snapshot copy) followed by a TLOG backup. Note that TLOG backups only
apply to databases that have the FULL recovery mode option.
For databases in the SIMPLE recovery mode, SMMOSS backs them up by creating a full backup
(application-consistent Snapshot copy) only. This is because as per the SQL Server design, TLOG backups
cannot be created for databases in the SIMPLE recovery mode.
In addition, up-to-the-minute restore capability is also maintained while creating the backup. The backup set
may be verified or unverified depending on the option you choose while running the backup plan. In addition,
backup sets are deleted as per the retention policy set for the backup plan.
The steps involved in completing a backup request for a SharePoint Web application are as follows:
1.

A backup request is initiated by the user or by a scheduled backup plan.

2.

The SMMOSS Manager then sends a backup request message to the appropriate control manager.

3.

The control manager then queries the SharePoint Web application and finds out its content database(s)
and the SQL Server instance and hostname on which it resides.

4.

The control manager then initiates a backup request to the appropriate member agent that is present on
the concerned SQL Server host.

5.

For backing up Search Indexes, the Control Agent does the following:
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i.

Pauses the SharePoint Search Services.

ii.

Initiates a Snapshot copy of the volume in which the Search Index LUN resides. This is done using
the services of NetApp SnapDrive for Windows (SDW) software.

iii

Restarts the SharePoint Search Services.
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6.

The member agent then initiates an SMSQL 5.0-based backup of the content database by forming the
corresponding SMSQL 5.0 commandlet. The SMSQL 5.0 commandlet prepared in step 5 is run by
SMSQL 5.0, and a full backup of the content database along with a TLOG backup is created.

7.

If the Generate Index File option has been selected, then the control agent instructs the SMMOSS
Media Server to generate indexes for the backup set.

BEST PRACTICE
In order to generate the backup set indexes, SMMOSS 2.0 mounts the Snapshot copy that was just
created using Data ONTAP FlexClone® if the FlexClone license is enabled on the storage system.
Otherwise, it uses a volume copy that incurs additional space and time.
Hence, it is strongly recommended that FlexClone be licensed on all the storage systems that are being
used by the SharePoint farm.
8.

Subsequently, the metadata about the backup, for example, date-time, whether backup was verified,
whether backup was completed, indexing level, and so on, is written to the media server.

9.

As steps 1-8 proceed, entries are made to the SMMOSS log, and these can be viewed through the job
status in the Job Monitor.

INFORMATION
SMMOSS 2.0 is capable of backing up the entire SharePoint farm in a single backup plan.
However, this feature should not be used for production SharePoint farms due to chances of the backup
plan running for a longer duration.
The reasons for this are:
1.

This can lead to the backup job spilling over to the next backup window.

2.

For large SharePoint farms, multiple backup plans for different farm objects lead to better backup
management and efficient recoverability.

INFORMATION
SMMOSS 2.0 can start concurrent backup jobs as long as they involve different SQL Server hosts.

BEST PRACTICE
SMMOSS 2.0 allows setting of different restore granularity levels for the same backup plan in the different
schedules that it uses. One must use this feature to set lower restore granularities for the runs of a backup
plan that are set to run during peak load hours of a day.

INFORMATION
For SharePoint databases, SMMOSS 2.0 backup retention periods correlate to the backup management
groups of SMSQL 5.0. The mapping is as follows:
The “Days” retention policy in SMMOSS related to the “Daily” management group in SMSQL 5.0.
The “Weeks” retention policy in SMMOSS related to the “Weekly” management group in SMSQL 5.0.
The “Backups” retention policy in SMMOSS related to the “Standard” management group in SMSQL 5.0.
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INFORMATION
The time taken to index a backup set by the Media Server depends on the number of objects existing at
the chosen restore granularity level. The media server does not scan each object but rather uses custom
APIs to determine the number of objects and marks there position in the backup set for enabling fast itemlevel restore.

BEST PRACTICE
The “Verify Storage Layout” check box that is present in the Backup Builder is used by SMMOSS 2.0 to
verify if each of the components of the target SharePoint farm is present on appropriate storage. Section
4.1 lists the farm components that must reside on NetApp LUNs.
Note that once a SharePoint farm’s storage layout is verified as a part of creating the first backup plan for
any of its components, there is no need to verify the storage layout repeatedly for other backup plans
targeted at the same farm. One needs to repeat this operation only if the farm layout is changed in any
way or any new component is added to the farm.
Please refer to NetApp KB article 46902 for more details on how “Verify Storage Layout” works.

5.2

HOW THE RESTORE PROCESS WORKS

In this subsection, we will discuss the restore process in detail.
The steps involved in completing a backup request for a SharePoint Web application are as follows:
1.
2.

3.

4.

5.

6.
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The user initiates the restore process.
The SMMOSS Manager then presents the user with the media server and all the control agents that are
tied to it. The reason for this is that the metadata for a backup is stored on the media server, and
backup plans are created with respect to a control agent.
When the user selects the appropriate control agent and expands it, a list of all the backup plans tied to
it is shown. The user then selects the backup to use.
NOTE: Steps 2 and 3 depend on the media server to fetch all the metadata that is displayed.
As soon as the backup set is chosen, the backup set browser is enabled in the pane below. Now the
user has two options:
a. To choose to use the backup set index to navigate to and choose the particular object(s) to restore.
b. Restore the complete content database.
If option a is chosen above then the following happens:
i. SMMOSS Manager locates the correct control agent and sends it a restore request.
ii. The control agent then sends a restore request to the concerned member agent and initiates an
SMSQL 5.0 restore of the database.
iii. Once the member agent initiates an SMSQL 5.0-based restore operation, SMSQL 5.0 mounts the
concerned Snapshot copy as a virtual disk.
iv. SMSQL 5.0 then restores the original content database (named “XXX”) as “XXX_temp.”
v. The control agent then streams out the contents from the “XXX_temp” database to the original
content database named “XXX.” This is the reason why the restore does not affect the operations
of any parts of the SharePoint Web application.
If option b is chosen, then the following happens:
i. SMMOSS Manager locates the correct control agent and sends it a restore request.
ii. The control agent then sends a restore request to the concerned member agent and initiates an
SMSQL 5.0 restore of the database.
iii. Once the member agent initiates an SMSQL 5.0-based restore operation, SMSQL 5.0 first backs
up the current transaction log to make sure of an up-to-the-minute recovery. Hence, it is important
to have a verification server configured in SMSQL 5.0, or the restore will fail in case the backup
set is unverified.
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iv.
v.

5.3

Then SMSQL 5.0 initiates a verification of the database in the Snapshot copy.
Thereafter, if the verification is successful, SMSQL 5.0 performs a standard database restore and
applies the TLOG backup created above.

BACKING UP CONTENT DATABASE WITH SMSQL 5.0 AND SMMOSS

Backups in SMMOSS are essentially full backups of the content database, and hence, it is this full backup
that forms the centerpiece of all discussions around SMMOSS backups. Since it is possible to create full
backups from both SMMOSS 2.0 and SMSQL 5.0, there are a number of questions around the practice of
mixing the usage of SMSQL 5.0 and SMMOSS 2.0 in creating content database backups. This section
analyzes and describes the facets of such a practice.
It is important to note that the best, most advantageous, and strongly recommended practice is to use
SMMOSS only for backing up SharePoint Web applications and thus the content database. Choosing to
back up the content database using SMSQL 5.0 has disadvantages as compared to using SMMOSS. The
disadvantages are as follows:
•

No notion of granularity of backup. This means that the restores will render the entire SharePoint Web
application unavailable for the period of the restore.

•

Not a centralized approach as the backup and restore needs to be initiated specifically from the SMSQL
5.0 instance installed on the concerned SQL Server host.

•

Auto-discovery of the SharePoint layout (specifically SQL Server related) cannot be availed. Hence, the
user must have prior knowledge about the SQL Server layout that forms the back end for the
SharePoint farm.
INFORMATION
CAUTION: This is strongly discouraged.
However, if a user still chooses to use both SMSQL 5.0 and SMMOSS 2.0 to back up a content database,
the following best practices should be kept in mind:
1.

If TLOG backups are being created through SMSQL 5.0 and full backups through SMMOSS 2.0, then
note that all the TLOG backups that are created after the full backup created by SMMOSS 2.0 are
applicable to only that full backup.

2.

TLOG backups cannot be used by SMMOSS 2.0 to do point-in-time restores. Hence, if you want to
restore additional TLOG backups, then these will have to be done manually.

3.

In case you are using SMSQL 5.0 to create full backups of a content database in addition to using
SMMOSS 2.0, then please be aware that SMMOSS 2.0 is unaware of SMSQL 5.0-initiated backups
and hence will not list these.

4.

In case SMSQL 5.0 is used to perform a point-in-time restore outside of SMMOSS 2.0, then it is
recommended that a full backup be initiated from SMMOSS right after the PIT restore completes.

5.

Make sure that backup schedules between SMMOSS 2.0 and SMSQL 5.0 do not overlap since this
might cause both backups to take longer to finish.

6.

Make sure that backups created by SMSQL 5.0 are placed in a different management group from the
SMMOSS 2.0 backups.

5.4

OUT-OF-PLACE RESTORE

The out-of-place restore feature allows the user to use the backup created for a SharePoint Web application
at a particular SharePoint farm and restore from it to a completely different SharePoint farm.
This means that the backup set that is created by SMMOSS becomes independent of the SharePoint farm
that it is associated with and extends the restorability of MOSS Web applications. The most important
requirement for out-of-place restore to work is that the SMMOSS Control Agent should be installed on the
MOSS WFE server of the destination MOSS farm. This allows for automated discovery of the destination
farm to be done when out-of-place restore is chosen.
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The way in which out-of-place restore works is as follows:
1.

As a part of the process, the user specifies the target SharePoint site and the objects to restore from the
source backup.

2.

SMMOSS Manager then sends a restore request to the control agent of the source MOSS Web
application.

3.

The source control agent (from step 2) then sends a restore request to the concerned member agent
and initiates an SMSQL 5.0 restore of the database.

4.

Once the member agent initiates an SMSQL 5.0-based restore operation, SMSQL 5.0 mounts the
concerned Snapshot copy.

5.

SMSQL 5.0 then restores the original content database (named “XXX”) as “XXX_temp.”

6.

The control agent then streams out the contents from the “XXX_temp” database to the content
database located at the destination MOSS Web application.

Two very interesting use cases of out-of-place restore are:
•

Moving MOSS sites up or down the site hierarchy

•

Site migration of a MOSS site to an alternate SharePoint farm

In the first use case, the destination remains as the original SharePoint farm. Note that the out-of-place
restore does not remove the original site or SharePoint object. It simply creates a copy of that at a new
location. Hence, the deletion (if needed) of the original object has to be done manually through the site
interface by an administrator. These use cases are very beneficial for design changes, site migrations to
test/dev environment, creating redundant site deployments, and so on.
INFORMATION
Note that out-of-place restore uses FlexClone to mount the Snapshot copies if a FlexClone license is
enabled on the storage system. Otherwise, it uses a volume copy that incurs additional space and time.
Hence, it is highly recommended that FlexClone be licensed on all the NetApp storage systems in the
SharePoint farm.

5.5

SMMOSS SYSTEM RESTORE

The main usage of this feature is to make sure that critical data elements that constitute the SMMOSS
software are backed up and can be restored in the future.
SMMOSS stores almost all critical configuration and operational data in an internal database named Derby.
Therefore, the SMMOSS system recovery creates a backup of this database itself.
The default path for the SMMOSS system backup is C:\Program Files\NetApp\SnapManager for SharePoint
Server\SMMOSSData. This is a configurable path, and the best practice is to make sure that the backup
path exists on a NetApp LUN to make sure of maximum protection from disasters.
The SMMOSS system backup allows you to recover all the original system settings even if the SMMOSS
manager is reinstalled on the host. The only requirement is that the backup path that existed in the previous
installation be presented to the system recovery part of the software. Hence, this is another reason to make
sure that the system backup path exists on a NetApp LUN so that the data is protected even if the SMMOSS
Manager is uninstalled or gets corrupted.
BEST PRACTICE
The system backup path should be kept on the same NetApp LUN as the one on which the MediaServer
datastore resides.
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6

DISK-TO-DISK BACKUP ARCHIVAL WITH SMMOSS 2.0

Backup archival is perhaps one of the important features of any backup management software. With the
present version of SMMOSS, NetApp provides the ability to archive backup sets of different SharePoint farm
objects such as content databases, config database, and so on. In this section we will have a deeper look
into the backup archival capabilities of SMMOSS 2.0.
Firstly, it is important to understand that SMMOSS 2.0’s ability to archive backups is based on SMSQL 5.0’s
and SnapDrive 6.0.1’s integration with the NetApp SnapVault technology.
In the following subsections we discuss some of key fundamentals and best practices of using integrated
backup archival with SMMOSS 2.0.

6.1

PREREQUISITES FOR USING DISK-TO-DISK BACKUP ARCHIVAL WITH SMMOSS 2.0

Enabling SMMOSS 2.0 for disk-to-disk backup archival capabilities involves preparing the underlying
SMSQL 5.0 infrastructure for disk-to-disk backup archival. This section discusses some of the prerequisites
that must be met prior to utilizing this feature.
There are some prerequisites for planning disk-to-disk archiving using Protection Manager data sets:
For a database to make use of data sets, all its files should be placed on qtree LUNs.

•
•

Make sure that SDW 6.0.1 is being used and has integration with Protection Manager option enabled.

•

Make sure that the concerned NetApp storage controllers have Data ONTAP version 7.3 or above
running on them.

CAUTION: This option can be selected only during installation. If this option was not selected during
installation, it is necessary to reinstall and select the option.
Please refer to section 7 of the SMSQL 5.0 Best Practices Guide to learn more about the steps of
configuring the integration of SMSQL 5.0 with Protection Manager data sets.

6.2

PERFORMING RESTORE FROM ARCHIVED BACKUPS USING SMMOSS 2.0

Restoring a SharePoint databases whose backups have been archived to SnapVault secondary involves a
few manual steps that are documented in the SMMOSS 2.0 Installation and Administration Guide. Mainly
this involves restoring the database from the archived backup using SMSQL 5.0 as per the instructions
supplied by SMMOSS 2.0. Note that SMMOSS 2.0 is able to perform both full content database and itemlevel restores from archived backups. Moreover, SMMOSS 2.0 does not delete the backup metadata kept
on the media server for backup sets that have been archived. This makes sure of full functionality of the
restore module to be available to archived backups also.

INFORMATION
DO NOT use the “Restore Database” functionality of SMSQL 5.0 to create the temporary database that
SMMOSS needs to proceed with a restore from archived backups.
USE the “Database Cloning” functionality of SMSQL 5.0 instead.
The reason for this is that one cannot use the “Restore Database” functionality to restore a database that
already exists with a different name on the same instance.
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7

SUMMARY

SnapManager 2.0 for Microsoft Office SharePoint Server is a powerful backup management tool for
SharePoint environments. Its many powerful features can be used to create numerous backup solutions for
SharePoint farms. The following is a recollection of all the best practices discussed in the preceding
sections:
BEST PRACTICE
Default port settings should be used as much as possible. This helps reduce the time needed to configure
agents’ port settings and helps avoid errors in that process. Table 1 summarizes the ports needed by
SMMOSS 2.0.

BEST PRACTICE
Change the default password for the SMMOSS-based admin account right after installation. This will help
avoid any security concerns after the installation.

BEST PRACTICE
Make sure that each SMSQL 5.0 instance is configured to have a verification server. A verification server is
a standalone (not clustered) SQL Server instance that verifies database backup sets created by SMSQL
5.0. We strongly recommend that a verification server should be:
1.

Nonproduction and lightly loaded.

2.

Each SMSQL 5.0 installation should be assigned its own dedicated verification server to enable faster
backup verifications and prevent verification servers from becoming a resource bottleneck.

3.

A verification server cannot be a clustered SQL Server instance but can certainly be a standalone
instance on a physical cluster node.

Note that a verification server is needed for the backup indexing operation of SMMOSS.
BEST PRACTICE
Create a dedicated Media Server per MOSS 2007 farm if the average size of content databases in the
farm is more than 100GB. This means that the media server must be installed on a separate host from the
SMMOSS 2.0 manager.

BEST PRACTICE
For MOSS 2007 farms used for dev and test purposes, the Media Server and SMMOSS manager should
reside on the same server. This is because backup indexing requirements are not as heavy in the dev and
test environment.

BEST PRACTICE
The SMMOSS Member Agent communicates with the Manager/Media Server and the Control Agent using
the external IP addresses of the hosts on which these agents are installed. In a DMZ deployment, it is
possible that the external IP address could resolve to a different network altogether, which might result in
the Member Agent to fail in its communication with the Manager/Media Server and the Control Agent. In
this case, edit the HOSTS file located at “C:\WINDOWS\system32\drivers\etc” on the SQL Server host to
add entries resolving the hostnames of the Manager/Media Server and the Control Agent hosts to proper
internal IP addresses.
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BEST PRACTICE
For SMMOSS 2.0, make sure that the ports listed in Table 1 are kept open for communication across the
firewalls.
For SnapDrive, make sure that one of the following ports is kept open:
808: SnapDrive default port
4094: If SnapDrive is configured to use HTTP protocol
4095: If SnapDrive is configured to use HTTPS protocol
For SMSQL 5.0, make sure that port 808 is kept open.
BEST PRACTICE
Note that the SMMOSSDBTool only detaches SharePoint databases from the SharePoint farm without
moving them to a new location. In order to move the databases, one has to physically copy them to the
new location and then use the SMMOSSDBTOOL to reattach the databases to the SharePoint farm.
Alternatively, one can use the process outlined in this section to use SMSQL 5.0 to migrate SharePoint
databases to NetApp LUNs.
BEST PRACTICE
If you intend to use the disk-to-disk backup archival feature of SMMOSS 2.0, then the SharePoint
databases should be placed on qtree LUNs so that reconfiguration of the database location can be
avoided in the future. More information on disk-to-disk archival is presented in section 6.1.

BEST PRACTICE
SMMOSS does not create Snapshot copies of the Media Server volume as a part of the backup process.
Hence, it strongly recommended to do one of the following:
1.

Use SnapMirror to copy the Media Server data volume to an appropriate location for protecting the
media server from failures at the primary site.

2.

Schedule SnapDrive Snapshot copies (using SDCLI) of the Media Server data volume during those
times when no backup or restore operations are being carried out using SMMOSS. It is strongly
recommended that the Media Server service be stopped during the Snapshot process and started
thereafter.

BEST PRACTICE
In order to generate the backup set indexes, SMMOSS 2.0 mounts the Snapshot copy that was just
created using Data ONTAP FlexClone® if the FlexClone license is enabled on the storage system.
Otherwise, it uses a volume copy that incurs additional space and time.
Hence, it is strongly recommended that FlexClone be licensed on all the storage systems that are being
used by the SharePoint farm.
BEST PRACTICE
SMMOSS 2.0 allows setting of different restore granularity levels for the same backup plan in the different
schedules that it uses. One must use this feature to set lower restore granularities for the runs of a backup
plan that are set to run during peak load hours of a day.
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BEST PRACTICE
The “Verify Storage Layout” check box that is present in the Backup Builder is used by SMMOSS 2.0 to
verify if each of the components of the target SharePoint farm is present on appropriate storage. Section
4.1 lists the farm components that must reside on NetApp LUNs.
Note that once a SharePoint farm’s storage layout is verified as a part of creating the first backup plan for
any of its components, there is no need to verify the storage layout repeatedly for other backup plans
targeted at the same farm. One needs to repeat this operation only if the farm layout is changed in any
way or any new component is added to the farm.
Please refer to NetApp KB article 46902 for more details on how “Verify Storage Layout” works.
BEST PRACTICE
The system backup path should be kept on the same NetApp LUN as the one on which the MediaServer
datastore resides.

APPENDIX
Let the number of backup plans which use the Media Server be = N
Let the number of online backups per backup plan = X (averaged)
Let the number of archived backups per backup plan = Y (averaged)

The LUN size for the Media Server datastore can be approximated as:
LUN_SIZE = N x (X+Y) x 0.1 x (Avg. Content DB Size for the databases involved in the backup plans)
It has been observed that on an average, each backup index consumes up to 10% of the content DB size.

Therefore,
The volume size for the Media Server datastore can be approximated as:
VOLUME_SIZE = (LUN_SIZE x 1.1) + [(Number of Snapshot copies to keep online) × (0.1 x (Avg.
Content DB Size for the databases involved in the backup plans)]
Assumption: 10% fractional reserve
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